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Abstract of the contribution: Provide high level clarification of the authorization of NF service.
1. Introduction 
This P-CR is used to clarify the network function service authorization in TS 23.501 chapter 6.2.6 and 7.1.3.
1) Service Authorization is used to improve the reliability of service access in 5G network.
2) The requested NF shall implement access control for a service based on the service authorization information to ensure that the requester is permitted to access this service. This will avoid erroneous access to the service (e.g. the error is introduced by the wrong configure of requested NF of requester NF).  The service authorization information includes NF information (e.g. NF type (s)) which is allowed to interconnect with this NF and the corresponding NF service (s) which can be accessed by those NF type(s) of the service.
3) For service authorization of per NF granularity
             - In case of NFs within one operator’s domain, no authentication is need because the NFs are in trusted relationship. 
             - In case of NFs in roaming scenarios, Token or Secret Keys mechanism is not suggested because it brings the complication (Both operators need to jointly deploy the security architecture). Based on the roaming agreement, we can also consider the two NFs in different operator are in trusted relationship and implement service authorization to ensure that the requester is permitted to access this service. 
4)  NRF is suggested to maintain and implement service authorization. 
              -  The NF instance can provide the supported and available services to NRF, containing the service authorization information. It includes the NF information (e.g. NF type (s)) which is allowed to interconnect with this NF  and the corresponding NF service (s) which can be accessed by those NF type(s)of the service.
              -  The OAM configures the NRF the service authorization information. It includes NF information (e.g. NF type (s) ) which is allowed to interconnect with this NF and the corresponding NF service (s) which can be accessed by those NF type(s)of the service.
When instantiate a NF instance and activating its supported services, or when updating NF instance with adding a new service, NRF should obtain and maintain the access permitted information of the services and corresponding information of NF instances which is permitted to access the services. When NRF receives the service discovery message from the requester, NRF shall perform the access control for the requested service according to its local maintained access permitted information of the services. If the requester NF is allowed to access the service of the requested NF, the NRF shall notify the requested NF instance ID to the requester NF, Otherwise, the NRF shall reject the service discovery request from the NF. 
This contribution proposes to add the NRF function descriptions of service authorization.
1) The NF instance can provide the supported and available services to NRF, containing the service authorization information. It includes the NF type (s) which is allowed to interconnect with this NF and the corresponding NF service (s) which can be accessed by those NF type(s) of the service.
2) The OAM configures the NRF the service authorization information. It includes the NF type (s) which is allowed to interconnect with this NF and the corresponding NF service (s) which can be accessed by those NF type(s)of the service.
2. Proposal
Add the following changes to the TS 23.501.
*************** Start of first changes *********************
6.2.6
NRF

The NF Repository Function (NRF) supports the following functionality:

-
Supports service discovery function. Receive NF Discovery Request from NF instance, and provides the information of the discovered NF instances (be discovered) to the NF instance.
-
Supports service authorization function. Maintain service authorization information. The authorization information includes the requester NF type (s) which is allowed to interconnect with this requested NF and the corresponding requested NF service (s).
NOTE:
Whether NRF is an enhancement of DNS server is to be determined during Stage 3.

Editor's note:
Whether NRF is used only for NF instance discovery or both NF discovery and selection is FFS.

Editor's note:
Whether Network repository function (NRF) is an enhancement of DNS server will be determined by CT WGs.
7.1.3
Network Function Service authorization

NF service authorization ensures the service requester NF is authorized to access the NF service provided by the service provider NF, according to e.g. the policy of NF, the policy from the serving operator, the inter-operator agreement.

Service authorization information is one of the components in the profile of the NF. It includes the NF type (s) which is allowed to interconnect with this NF and the corresponding NF service (s) which can be accessed by those NF type(s).
The Service authorization entails two steps:

-
Check whether the requester NF is permitted to discover the requested NF instance during the NF service discovery procedure. This is per NF granularity.


-
Check whether the requester NF is permitted to access the requested NF for consuming the NF service. This is either be per NF or per UE granularity. NF Service authorization per UE granularity is embedded in the related NF service logic.

NOTE:
The security of the connection between service request and service provider is specified in SA WG3.
*************** End of first change *********************
